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— Audits and assessments are needed to show — Bouquet of applicable standards requires different
compliance audits and assessments

Problem Statement

— Synergies between standards can be used

compliance @ time pressure
capacity U budget

ISO 26262

Automotive
SPICE PAM® 1SO 21434

— An organizational CSMS audit will not cover all the
projects
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Problem Statement

Standard evolution

Automotive SPICE ®

» V252>V31->V40..
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36 Hazard analysis and risk,
347 Funetianal safety concept

12. Adaptation of IS0 26262
for motorcycles
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63 84 85 y
Cybersecurity Cybersecurity Valnerabilly Vulnerability
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Identification identification rating analysls rating decision




Problem Statement @eo/n

Product instances

> Typically, a product has
— a basic feature set
— a limited feature set
— and a full feature set

> All sets have to be checked in terms of
Functional Safety and Cybersecurity, arguably
even against Automotive SPICE®

» 5 product variants planned Limited
feature

— Each with at least two (2) customizations set

»y 5 times maintenance

» =50 overall variations

50 variations * 3 standards = 150 audits/assessments
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Standard comparison Infineon
Similarities and differences (afineon.

Automotive SPICE® SO 26262 ISO 21434
Aspect

Quality mgmt system Yes

Interpretation Base practices and Detailed guidance Little to no guidance
Guidance iInformation items

Assessment Process assessment Little guidance Little guidance
requirements model, VDA and intacs
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Difference between Audit and Assessment: FuSa, CS

> Audit: FuSa and CS primarily

evaluate suitability of processes ~TTTTTTTTT Lo TToT T mTTTTTT TS
y orp o 4 Organizational audit A
»  Assessment: FuSa and CS primarily 1 :
evaluate technical WP content : I
|
> Implementation of processes should :, —————————————————————————————— N
be evaluated in assessment and audit ‘f ‘I
»  Process audit based on ISO/SAE }\ o Ji ,:
21434 or ISO 26262 : P — i LR U | S — —
v

|
Iy
No specific guidance on how to I
conduct an assessment within ISO :\
|
|
|
|
|
\

_\__

SAE 21434 and ISO 26262, but..

» ...results of the process audit as

input for an assessment. Product Assessment

T

S per Product
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Automotive SPICE® 4.0 coverage of ISO 26262

infineon

1. Vocabulary

2. Management of functional safety

2-5 Overall safety management

Il 2-6 Project dependent safety management

X 2-( Satety management regarding production, operation, service and
decommissioning

3. Concept phase

3-5 Item definition

4. Product development at the system level

4-5 General topics for the product development at the
system level

3-6 Hazard analysis and risk assessment

| 4-6 Technical safety concept

/. Production, operation, service and
decommissioning

[ 4-8 Safety validation

w 4-7 System and item integration and testing

7-5 Planning for production, operation, service
X and decommissioning

3-7 Functional safety concept |

7-6 Production

5. Product development HW level

12. Adaptation of ISO 26262 for motorcycles

12-5 General topics for adaptation for
motorcycles

12-6 Safety culture

12-7 Confirmation measures

12-8 Hazard analysis and risk assessment

S AAARS KAAS

12-9 Vehicle integration and testing

12-10 Safety validation |

5-5 General topics for the product development at the
hardware level

5-6 Specification of hardware safety requirements

5-7 Hardware design

5-8 Evaluation of the hardware architectural metrics

5-9 Evaluation of safety goal violations due to random
HW failures

5-10 HW integration and verification

6. Product development SW level

6-5 General topics for the product development at the
software level

X 7-7 Operation, service and decommissioning

6-6 Spec. of SW safety requirem.

| 6-7 Software architectural design

W Strong Support

6-8 SW unit design & implementation

| 6-9 Software unit verification

Medium Support

6-10 Software integration and verification

X Weak Support

[__6-11 Testing of the embedded SW

8-5 Interfaces within distributed developments

8. Supporting processes

8-15 Interfacing an application that is out of scope of ISO

8-6 Specification and management of safety regs

Kl 8-12 Qualification of SW components

26262

e ==h

8-7 Configuration management

8-9 Verification
8-10 Documentation management

N 8-13 Evaluation of HW elements

8-16 Integration of safety -related systems not

| 8-8 Change management

Xl 8-11 Confidence in the use of software tools

8-14 Proven in use argument

"

developed according to ISO 26262

1’

9. ASIL -oriented and safety -oriented analyses

X 9-5 Requirements decomposition with respect to ASIL
tailoring

1( 9-6 Criteria for coexistence of elements

X 9-7 Analysis of dependent failures

ﬁ 9-8 Safety analyses

10. Guideline on ISO 26262 (informative)

11. Guideline on application of ISO 26262 to semiconductors (informative)

2024-07-03 public
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infineon
Automotive SPICE® 4.0 coverage of ISO 21434

4. General considerations

MAN 3 with Capability level 3

5. Organizational cybersecurity management >
5.4.1 54.2 54.3 544 5:4.5 5.4.6 5.4.7
Cybersecurity Cybersecurity Information Management Tool Information Organizational
governance culture sharing systems management security cybersecurity
management audit
6. Project dependent cybersecurity manag t i M A N 3
6.4.1 6.4.2 6.4.3 6.4.4 6.4.5 6.4.6 6.4.7 6.4.8 6.4.9
Cybersecurity | |Cybersecurity Tailoring Reuse Component Off-the-shelf | |Cybersecurity| |Cybersecurity Release for
responsibi- planning out-of-context component case assessment post-
lities development

[]

ACQ extension

7, Distributed cybersecurity activities

7.4.1 72 743
Supplier capability Request for quotation Alignment of responsibilities

@

8. Continual cybersecurity activities

Weak support

9.5
Cybersecurity concept

83 8.4 8.5 8.6
Cybersecurity Cybersecurity Vulnerability Vulnerability
monitoring event evaluation analysis management
Concept phase r Product development phase | | Post-development phases W S YS & SW E
9. Concept 10. Product development 12, Preduction ‘
9.3 1041 ‘ 13. Operations and maintenance ‘
Item definition Design E S YS & SW E
13.3 13.4
9.4 10.4.2 Cybersecurity Updates
Cybersecurity goals Integration and verification incident response ® W k t f P t d I t h
| €eaK Support 1or rost-aevelopment pnases

11.
Cybersecurity validation

14. End of cybersecurity
support and decomissioning

v

15. Threat analysis and risk assessment methods

15.3 15.4 15.5 15.6 15.7 158 15.9
Asset Threat scenario Impact Attack path Attack feasibility Risk value Risk treatment
identification identification rating analysis rating determination decision
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Approaches for a combined evaluation (FuSa view)

1

— Link the ISO 26262
requirements/objectives
directly to an ASPICE® PAM

> Huge effort to check all
requirements/objectives

> Only one rating / reporting can
be done, that is a combined
answer for ISO 26262 and
ASPICE®

> All requirements from ISO
26262 can be checked

2024-07-03 public

2

Using the hybrid approach of
ASPICE® with SS 7740

The current SS 7740 is not fully
implemented as a hybrid approach

The SS 7740 is an extensive list of
BP’s that is difficult to manage within
an assessment

It is not always clear if a BP of SS
7740 is already covered with a basis
BP, and a note would be more
appropriated

Separate Report is difficult, because of
the overlap to ASPICE® and SS 7740

Copyright © Infineon Technologies AG 2024. All rights reserved.
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3

— Create a PAM that covers all ISO
26262 objectives and requirements,
and evaluate both PAMs in parallel

» The FuSa PAM can be used as well
independent from ASPICE®.

> The PAM can be linked to ASPICE® and
the overlap can be evaluated once.

> The questionaire for FuSa PAM was
already used successfully.

» Separate reports can easily be created.

> Proprietary solution.

11




Our approach supported by the assessment tool

— Implementation using an assessment tool

— Approach 3 used for FuSa and similar for CS

— 1SO PAS 5112 (& ISO 21434) was transformed into a model

— Implementation of cross references between all PAM’s

— Findings can be documented for all PAM’s within one step

2024-07-03 public Copyright © Infineon Technologies AG 2024. All rights reserved.
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Approach shown based on the assessment tool

Allocated scope Ma...

¥ &% Automotive SPICE 4.0

v oQ SYS2- System Requirements Analysis —

WS

Indicator #1 T
oo ~ o | Weakness linked to both BP's

v & BPs - Base Practices |

» @8 Outcomes

* BP1 - Specify system requirements

Model @ WPs

SYS.2.BP1 Specify system requirements

Use the stakeholder requirements to identify and document the functional and
non-functional requirements for the system according to defined
characteristics for requirements.

NOTE 1: Characteristics of requirements are defined in standards such as ISO IEEE
29148, ISO 26262-8:2018, or the INCOSE Guide For Writing Requirements.

NQOTE 2: Examples for defined characteristics of requirements shared by technical
standards are verifiability (i.e., verification criteria being inherent in the
requirements text), unambiguity/comprehensibility, freedom from design and
implementation, and not contradicting any other requirement).

5Y5.2.8P1] Specify system requirements
5vs.2.8P5] Develop verification criteria
ASPICE_3.1_vs 4.0

p46011Which are the technical safety requirements?

Which are the requirements for the item? What is the boundary of the
item?
How are safety requirements defined and described?

FUSA PAM V1_2 vs ASPICE 3.1

CPDP.1.Q1 Q4.1 Is a process established to define the item and specify
cybersecurity requirements?

- a process is established for item definition;
- a process is established for specification and verification of cybersecurity requirements

[Outcome a] ISO/SAE 21434 9.2 a) define the item, the operational environment and their
interaction in the context of cybersecurity;
[Outcome b] ISO/SAE 21434 9.2 b) specify cybersecurity goals and cybersecurity claims

[Outcome c] ISO/SAE 21434 9.2 c) specify the cybersecurity concept to achieve
cybersecurity goals =

2024-07-03 public

¢ 6.Q1 - Which are the technical safety requirements?

P4.6.Q1 Which are the technical safety requirements?

[Tect 0l safety requirements]
FuSaPAM v1.2 vs FuSaPAM Work Products

Expected Work product

e technical safety requirements are derived from the functional safety requirements and specify the technical
implementation of the functional safety requirements at system level; considering both the item definition and the system
architectural design.

Requirements for the detection, indication and control of faults and that enable the system to achieve or maintain a safe
state. Fault handling time interval

s espones e sz P o teNtial answers, artefacts
equal to notes in a PAM.

Link back to ASPICE

Expect traceability and consistency.

The technical safety requirements shall be specified in accordance with the functional safety concept and the
system architectural design of the item considering the following:a) the safety-related dependencies and constraints
of items, systems and their elements;b) the external interfaces of the system, if applicable; andc) the configurability
of the system.

The technical safety requirements shall specify the stimulus response of the system that affects the achievement of
safety requirements. This includes the combinations of relevant stimuli and failures with each relevant operating
mode and defined system state

If other functions or requirements are implemented by the system or its elements, in addition to thase functions for
which technical safety requirements are specified, then these functions or requirements shall be specified or their
specification referenced

Technical safety and non-safety requirements shall not contradict

The technical safety requirements shall specify the safety mechanisms that detect faults and prevent or mitigate

failures present at the output of the system that violate the functional safety requirements (see ISO 26262-3:2018,

Clause 7) including:a) the safety mechanisms related to the detection, indication and control of faults in the system

itself;b) the safety mechanisms related to the det

For each safety mechanism that enables an item to achieve or maintain a safe state, the following shall be
specified:a) the transition between states;b) the fault handling time interval with respect to the timing requirements
apportioned from the appropriate architect:r=! laval- andn tha amarsanru anaratinn tnlaranca tima intansl cea

,3.45.n‘thesafestateofISO 26262 requirements

7
-

WRAF Eii€a Nuoctinnaira Evnlanatine W1 3

S¥s.2.8P1] Specify system requirements

FUSA PAM V1_2 vs ASPICE 3.1

Copyright © Infineon Technologies AG 2024. All rights reserved.
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Same approach
used for CS:

ISO PAS 5112
guestions and
guidance
mapped to
ASPICE ®
processes (if
possible) or
creation of
additonal
categories

Content from
ISO 21434 as
support

13
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Configuration Management b

> Automotive SPICE® provides the strongest requirements regarding configuration management:
— 8 base practices
— 8 output information item

» 5 global requirements stated

> 1SO 26262: » 1 Work Product expected

— Builds upon an existing configuration management system

— No detailed requirements regarding configuration
management

5.4.4 Management systems
y  1SO 21434:

[RQ-05-11] The organization shall institute and maintain a quality management system in accordance
with International Standards, or equivalent, to support cybersecurity engineering, addressing:

- BUIIdS upon an eXIStIng Conflguratlon management SyStem EXAMPLE1  IATF 16949 [Z] in conjunction with IS0 9001 [&],

— No detailed requirements regarding configuration ¢) configuration management; and
management

[RQ-06-11] The cybersecurity plan shall be subject to configuration management and documentation
management, in accordance with 5.4.4.

Su mm ary [RQ-06-12] The work products identified in the cybersecurity plan shall be subject to configuration

management, changc management, l'(‘quil‘(‘antS management, and documentation management, in
— Check against Automotive SPICE® covers all standards

accordance with 5.4.4.
— Specific check on artifacts of Functional Safety and
Cybersecurity

— Appropriate implementation of access management
— How is configuration management established after SoP

2024-07-03 public Copyright © Infineon Technologies AG 2024. All rights reserved. 14



Software Architecture

» Automotive SPICE®:
— 5 Base Practices

— 4 Output Information Items

»  1S5026262:

— ASIL dependent requirements for Safety Analysis,
Dependent Failure Analysis, Configurable SW, Annex D,
Annex E, Qualification of SW components

— SO 21434:

— Combines Requirement, Architecture, Design and
Implementation

> Similarities:
— Static View
— Dynamic View

— Bi-direction Traceability

2024-07-03 public Copyright © Infineon Technologies AG 2024. All rights reserved.
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14 requirements

— 4 work products

7 requirements
1 recommendation
5 Work Products
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Software Architecture — Summary

— ASPICE® can be starting point but ISO _

26262, 1ISO 21434 provide additional tOpiCS AUTOSAR Runtime Environment (RTE)

e.g. Analysis, methods on top of ASPICE®
that need to be considered

XXX Interface
|—
rev. ext. Drv
X /
‘Q . . . >
2 4-6 Technical safety System and item verification 4-7 System and item $
@ WO concept integration and testing 5
e o
S,
N = - Uni &
= 1t 135€ yerffication Unit verification b
N _verficqtion AT N _f ST [ ¥ Microcontroller
'SO&;;;(:C:;Z“ o oftware testin, 6- tl Id El g;)f the
requirements 2 em tware . .
2 —
[he system level input from Technical

safety concept, Cybersecurity concept need
to be considered in the SW architecture
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Summary & Outlook (Infineon

» Synergies are key as there is a pressure to have a shorter development time for developing a vehicle
and its components, it can save time if done precisely

» For safety such questions need to be developed, no standard/guidance of questions available,
proposing to create such a common guidance in intacs safety working group

» Assessor with knowledge of all standards or multiple assessors needed - alignment is crucial

» As FUSA and CS request the management of processes, Level 3 of ASPICE is needed for judgement
> Organizational management system audit and project audits are necessary

» Challenge also for the auditee to answer in all three directions - therefore consider onsite audits

> We see advantages as the auditee saves time, but there is a need for preparation:

— Tooling with the capabilities to map/integrate the three models and the creation of three separate
reports

— preparation and alignment for interviews
— FUSA & CS manager available within all the interviews to support the domain specialists

2024-07-03 public Copyright © Infineon Technologies AG 2024. All rights reserved. 17
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We
deliver

Our solutions span

the environmental, social
and governance (ESG)
spectrum to increase
safety, security and
sustainability

PEOPLE. PLANET. TRUST.

@ Solutions

Certification

~ W Auditing and
inspection

’ Advisory
%

Verification

Software

Learning and
development

4 \-dﬁ D \\\\'\\\

N KUSLER MAAG CIE

SRAND2ICSES0252

VA

h\wr Testing

Data

8 methodpark

insights
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We would like to ask the following questions

> Is there a tool from VDA sys already provided for such surveys

> Slide 4: Interactive question: Who is from ASPICE, FuSa, CS
> Slide 6: Interactive question: What is your typical amount of re-assessments
> Slide 12: Interactive question: What is your typical approach for several standards

— Answers: Separate assessment/audit; partly integrated and reuse of existing reports, fully
combined approach

2024-07-03 public Copyright © Infineon Technologies AG 2024. All rights reserved.
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